
Installing a Windows 10 Virtual Machine on Windows 11 host  

The Windows 11 H2/24 update removed support for the browser Http protocol supported on prior 
versions of the Windows operating system.  Captools/net software uses the Http protocol because it 
does not require server certificates which typically involve additional third-party fees and special 
installation procedures.   

Unless and until Captools can provide for the Https protocol now required by Windows 11, we 
recommend that users with Windows 11 (and later) computers install a Windows 10 “virtual machine” on 
their physical Windows 11 machine. 

The Windows 11 Pro version supports virtual machine using its “Hyper-V Manager” tool.  If you have a 
“Home” edition of Windows 11, you must first upgrade that to the “Pro” edition.    

You must have Windows 10 License.  This may be available online for a price from third party resellers, or 
you may be able to convert an existing Windows 10 machine to an “ISO” image which can be hosted by 
your virtual machine.   Here are a couple links to online instructions on how this can be done : 

3 Ways: Create Windows 10/11 ISO Image from Existing Installation - MiniTool 

How to Create an ISO Image from Your Operating System 

Downloading Media Creation Tool to create Windows-10.iso File 

If you do not have an ISO image file made from an existing Windows 10 machine per one of the above 
links, you can download a Windows 10 ISO creation tool MediaCreationTool_22H2.exe from Microsoft at 
the following link: 

Download Windows 10   

Run the MediaCreationTool_22H2.exe . Choose the option “Create Installation Media” to create the 
Windows 10 Installation ISO file (Windows.iso) on your Windows 11 host machine (ignore the note that 
this option will require “burning to a DVD”).  This process will take some time.  We suggest you specify 
saving the “Windows.iso” file in a folder you create on a drive with at least 8GB of free space.  The 
Windows.iso file will be used later in this virtual machine creation process. 

You will still need a valid Windows 10 license key but this will be later in the process, and can be deferred 
temporarily until you start using the virtual machine. 

 

Activating Windows Hyper-V Manager  

If your Hyper-V Manager is already activated on your Windows 11, you can start it by opening the list of 
Windows 11 Apps, going to “Windows Tools” and look for “Hyper-V Manager”.   

https://www.minitool.com/backup-tips/create-windows-10-iso-image-from-existing-installation.html
https://www.easeus.com/backup-utility/create-an-iso-image-from-your-operating-system.html
https://www.microsoft.com/en-us/software-download/windows10


 

If do not see “Hyper-V”, on the list,  open the Windows Control Panel and click on “Programs & Features” 
and click on “Turn on Windows Features”, find the “Hyper-V” feature and check the checkbox to turn it on 
letting Windows complete the setup which may include restarting your machine.  Upon returning to the 
“Windows Tools” you should see the “Hyper-V Manager” tool.  We suggest that you pin this to your 
Windows Task bar as you will need access to this tool whenever you are going to start your virtual 
machine.    

Creating a New Virtual Machine 

Open your Hyper-V manager, select your machine name that appears in the upper left corner and click on 
“New/Virtual Machine: 

 

Use the “Virtual Machine Wizard” to proceed through the setup.    



 

(Note if the Hyper-V Manager does not show the “actions” in the preceding example it may be due to the 
host machine having “virtualization support” disabled, which may require modification to the machine 
BIOS/UEFI settings, for which you may need 3rd party assistance to resolve). 

Assign a name for your virtual machine: 

 

 



Specify Generation 2 

Specify Generation 2 because it supports the security methodology “UEFI” boot security supported by 
Windows 10 and higher.  (in some rare cases you may need to restart and use Generation 1 if the your 
host machine only supports the old virtualization methods)  

 

Assign enough memory to this virtual machine.  If your host machine has 16 GB of RAM we would suggest 
allocating up to 8 GB  (8320M) of RAM to the virtual machine, more if you have more memory. 

 



Specify “Default Switch” for Networking: 

 

Specify the filename and location for storing the virtual hard drive contents.  The Windows default 
location (as shown below) is ok, but you can change it later if you need to.   The default drive size, shown 
below is fine, but if you specify less, remember that the VM operating system will take up around 30 GB of 
space leaving the balance for your programs and data, including any data backups you leave on the VM 
drive: 

   

 



Specify the path to Windows 10  ISO (Windows.iso) file you generated earlier with the Media Creation 
tool: 

 

Complete the creation of the VM framework on the host machine: 

 



You will now see your VM in the Hyper-V Manager interface as follows: 

 

In the lower right, select the “Settings” for review, as there are a couple things you may need to change. 

If you want to increase or decrease the amount of RAM memory allocated to your VM, you can do that 
here (note: this example shows a SCSI controller, an IDE controller is also Ok): 

 



We suggest specifying at least 2 or 3 processors for the virtual machine (more means better performance 
for the VM, but lower performance for the host machine) as shown here: 

 

If you want to change the location or name of the file that contains your VM, you can do this here (note: 
this example shows a “SCSI” drive controller, an IDE controller is also OK): 

 



You can change the name of the VM here: 

 

Important!  Integration Services:  You must check “Guest Services” on this dialog!   

 



 

Do not forget to click “Apply” when making changes!  Click “OK” to close the Settings dialog. 

At this point you are ready to start your VM.  Do this by Selecting and right-clicking on the VM name in the 
Hyper-V manager, and Click “Connect” to get the following screen; click “connect” to start the VM. 

 

Since this is the first time you’ve started, the Windows 10 Install window will appear: 

 



Change the field settings as appropriate, and click “Next”, then “Install Now” 

 

If you have a Windows 10 product key, enter it on the following screen, otherwise choose “I don’t have a 
product key”: 

 

You later get your key, enter “Activation” in the Window “Search” function to get the appropriate link to 
enter the key. 



Select “Windows 10 Pro 64” for the operating system: 

 

Review and accept the license terms: 

 

 



Since this is a new install on the virtual machine, select “Custom, Install Windows Only” 

 

Proceed with “Next” here through the rest of the setup dialogs: 

 

 



 

Until Windows restarts… and performs various installation tasks… including some questions that you can 
answer appropriately. 

Now that you have your virtual machine running on Windows 10,  you can download the Captools 
installer from  www.captools.com/ctnet/WU/CTNetSetup.exe and run it as you have for prior installs (call 
Captools for help as necessary). 

 

Additional things to do:  

Disable Automatic Windows Updates to Your Virtual Machine (Important!)  

Once you have installed your Windows 10 virtual machine, you will need to ensure that Windows does 
not try to upgrade that virtual machine to Windows 11.  The most recent versions of Captools, delivered 
via a “HotFix” (SCPanel.exe dated on/after 10/30/2025) deals with this issue by including a function that 
disables automatic Windows updates and also blocks updates dated later than 2023/H3.   

After you install that Captools hotfix (run you Captools “Server Control Panel”, click on 
“Help/Advanced/Download a Hotfix”), upon running the new Server Control Panel you will be prompted 
to respond whether to block Windows Automatic Updates.  We recommend responding “Yes” as that 
“should” prevent Windows from “upgrading” your Windows 10 virtual machine to Windows 11 which 
would again prevent the operation of Captools browser-based functions.  Once you have successfully 
performed this function, upon re-starting the first line of the  Server Control Panel should appear similar 
to the following:

 

http://www.captools.com/ctnet/WU/CTNetSetup.exe


Manually Disable Automatic Windows Updates: If you inadvertently bypass this function (i.e. decline 
the option to disable the autoupdate), you can run it later while running the Captools/net Server Control 
Panel by clicking upon “Utilities/More (Advanced)/Disable Windows Updates”.  (Captools disables 
Windows updates by writing to the Windows Hkey_Local_Machine\Policies\Microsoft  
\Windows\WindowsUpdate registry, which seems to accomplish the same as using the Windows “gpedit” 
function to control updates). 

Sharing between Host Machine and Virtual Machine 

Since your virtual machine is on the same network as its host machine, you will want to share some 
folders with that machine so you can copy backups and other files between the host machine to your 
Windows 10 Virtual Machine.   

There are two approaches to sharing folders between the host machine and the virtual machine: 

Run the Virtual Machine in “Enhanced Session Mode” 

Use the Virtual Machine “View” submenu to activate the “Enhanced Session Mode”.  This mode allows 
you to “drag and drop” or “copy/paste” files and folders from the Host to the Virtual machine and vice 
versa.  For this function to be fully active it appears that you must be logged into the virtual machine using 
a “Password” as opposed to a “PIN” security code.  If you installed the virtual machine without entering 
an activation key, you may find that “Password” access is not available to you, and thus file/folder sharing 
non-functional.  Otherwise, this is a convenient way to pass your Captools data folder from the Host 
Machine to your Win 10 virtual machine.   

Use Windows Network File Sharing between Host and Virtual Machine. 

To share between the host and virtual machine without depending upon “Enhanced Session Mode” you 
need to set the “Sharing Property” on folders to be shared on each machine.  Do this by right-clicking on 
the relevant folders and then click on “Properties” and then click on the “Sharing” tab and then click on 
the “Share” button.   

 



Click on “Advanced Sharing”, then “Permissions” to specify who has access to the files.  If you are on a 
private network that includes just you, we suggest including “Full Control” for everyone to get around 
having to use Windows credentials for each access. 

 

To ensure that sharing is not blocked by network settings on either machine, on each machine configure 
network settings as follows: 

1) Open Windows Control Panel and click on “Network and Sharing Center” and then on “Change 
Advanced Sharing”. 

2) Expand “Private Networks” and setting the following settings (Win 11 is assumed Host machine, 
and Win 10 is assumed Virtual Machine). 



 

 

 

 

 

 

 

 

 

 

 

 



Expand, if necessary the “Public” and “All Networks” groups and set or confirm as follows: 

 

 



Rename your Virtual Machine 

Many computers have "factory set" names like "Desktop ABC43-XYZ" which are hard to recognize when 
you open the "Network" Node on "File Explorer" 

We recommend renaming your machine so it can be easily recognized by you, to something like 
"Win11Host-A" and "Captools-Win10VM" 

To rename a Windows machine do the following: 

 

Expedite Machine to Machine recognition 

Occasionally the host and virtual machine take some time to recognize each other so that each machine 
appears in the "network node" in windows file explorer. 

This can be expedited by using the following type notation in your windows file explorer to access the 
"other machine" on a "Host/VM" network pair: 

 

Please note the double backslash “\" notation followed by the name of the machine you want to 
access.   This usually will work even if you do not "see" the machine listed under the "Network" node, 
provided that you have at least one folder on the target machine that has been "shared" by right-clicking 
on that folder while on that machine and using "Properties\Sharing" to share that folder with a class of 
user that you belong to (e.g. your name, "guest" or "everyone"). 


